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Workshop Report March 2021 
Network security and Ethical Hacking 

Introduction: 

This workshop was attended by 713 registered participants drawn from across the country with 
3936 Views during You Tube live session. This workshop mainly focuses on the students eager to 
be a White Hat Hacker. It features a brief introduction to the world of hacking starting with the 
importance of ethical hackers and their need in today's world scenario. including to the basics of 
networking that will help you have a deep understanding of the working of internet. This workshop 

will ready students for the information security industry also will allow in deft understanding of 
networking systems -which is essential for formulating strategies for improved security. 

Workshop Resource Person Profile: 

Dated On-15th March 2021 

Below we present a synthesis of the most important points from the workshop. the topics 
learned. feedback analysis and recommendations for future action. 

Asst.Prof. Asif Rampurawala (Vice Principal), Vidyalankar School of Information 

Technology, Mumbai Pursuing Ph.D, UGC-NET (Computer Science and Applications) qualified. 

A Masters in Computer Science from University of Mumbai. He has more than 17 vears of 

teaching experience at both the undergraduate and post-graduate level. Expertise in building and 

managing successful internat ional academic partnerships with prestig ious universities in USA. 

Canada. Australia and UK. A professional member of Association for Computing 
Machinery(ACM) and Computer Society of India (CSI). His rescarch interests include ICT, 

Pedagogical research, and Soft computing. He has been conducting corporate trainings in Businss 
Intelligence, IT Security Risk Management and Software development using Java amongst otheTs. 
Member (Ag) of Ad-hoc Board of Studies in subject of MSe IT and BSc |T under the taculy ot 
Science & Technology in HSNC University, Mumbai. Member of Syllabus Commitee tor 

Information Technology in University of Mumbai, Member of Syllabus Cgtte tor Dala 
Science in University of Mumbai. 



Content 

The workshop has been covered the following topics: 

1. White, Black and Grey Hat Hackers 
2. Different Types of Malicious Code 
3. Basic Networking commands 

4. Telnet 
5. FTP 

6. Port Scanning 
7. Buffer overflow attack 

8. Xmodem 

The students performed live hands-on tasks collaboratively to gain maximum benefit of the 
session. 

Learned Outcomes 

Online teaching is an important part of the learning now a days in which we provide education 
webinars. 

to undergraduates due to pandemic situat ion. Online learning through 

workshop,seminars,conferences share many challenges with face-to-face teaching. In this 

Online workshops the main techniques used by computer hackers and penetration testers in order 

to better defend against intrusions and security violations in live systems, including low-level 

kernel and hardware topics, techniques for web applications and some audit techniques used in 

digital forensics Students learnt the underlying principles and techniques associated with the 

cyber security practice known as ethical hacking. They will became familiar with the entire 

Basic understanding of UNIX OS, UNIX/Linux commands and File system and to 

familiarize students with the Linux environment security .To made student learn 
fundamentals of shell commands regarding secure usage. Emphases are on making student 
familiar with UNIX environment and issues related to it. To be able to use command line 
networking applications such as ftp, telnet, ete. to show spying on networkS. 

The participants understood exact concept of Hacking through practical session. Also the expert 
speaker person talked about various real world examples of hacking where He shared a video 
(case Study) of biggest fraud happened in a Banking system to explain the scenario. The 
expert made aware about how ethical hacking used in industries through a video clip. the 

participants got to know about different types of Malicious Code & working of virus, worms 

like Trojan Horses attack. 

Viewers learnt the fundamental of ethical hacking using command line utilites.This workshop 
enlighten an exciting career opportunity for fresher's students who desired to be a white 

hacker. 

The most exciting question answers session with expert speaker where participants ask various 
question regarding web server security, smart phone virus and how to make it secure 

software's tools & techno logy and in response to questions participants got very satiffafiory 
explanation. 

basics of network security. 



The entire workshop live streaming(You Tube) done with details mentioned helo. 
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Feedback Analysis 

Student l Academician 612 responses 

Studont /Academician 

Gender 

612 responses 

4 

PcaseProvide YOur Vauablc FOcd backR 

20 

74 3% 

Strurg 

Feedtack for our resource Person. Prof. Asif Rarnpurawala 

Irec was ar 

51% 

49% 

Agree 

20. 1% 

Neura Disagee 

Preserabcn ere cies Irstrw tot sthuialec 
ang ael CgarZe0 Cepare 

9tudent 
Ac ademcian 

CAnerg 

Mae 

Femaie 

nOwegeaie 



htips://1orms.gle/UnmUy9n6LAvG7bs8 Con Tube Live Session Link Address: https:/lyoutu.be/yqa alBT70Ys 

Sogist ration Link Address: 

Recommendations & Conclusion: The huge success of this workshop due to online mode .many participants joined and got opportunity to attend entire workshop from their own pace. A Iso the topic of workshop was a part of syllabus of University of Mumbai so many students got benefit of the practical demonstrations. Recommendation for future is to organized virtual sessions to reach as many as learners. 














































